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Abstract

By collecting statistics over runtime executions of a program we can answer com-
plex queries, such as “what is the average number of packet retransmissions” in a
communication protocol, or “how often does process P; enter the critical section
while process P» waits” in a mutual exclusion algorithm. We present an extension
to linear-time temporal logic that combines the temporal specification with the col-
lection of statistical data. By translating formulas of this language to alternating
automata we obtain a simple and efficient query evaluation algorithm. We illustrate
our approach with examples and experimental results.

1 Introduction

Runtime verification [13] is a lightweight approach to program safety. Given

a trace of a program execution, we report if the trace satisfies the
program specification an if a fault is etecte .  here are certain
limitations to this approach. iveness properties, for example, can e

falsifie on a finite trace. n monitoring applications it is often more helpful
to e warne a out in icators of impen ing failure, such as the num er of
pac et retransmissions in a networ , than a out the actual violation.

n this paper, we present an extension to linear time temporal logic that
com ines the temporal specification with the collection of statistical ata.
nstea of the property there are only finitely many retransmissions
for each pac et , which is vacuously true over finite traces, we ueries
li e what is the average num er of retransmissions or what is the maximum
pac et elay , which give a goo picture of the current networ status.



ur ueries are constructe from , which form asic o serva
tions at in ivi ual trace positions, an which com ine the
results of multiple experiments. his uery language is efine in ection
e iscuss examples from a communication protocol an a mutual exclusion
algorithm. ext, we evelop an automata theoretic solution for the evalua

tion of wueries. e intro uce In ection an
iscuss their evaluation over traces. he translation of ueries to automata
is escri e in ection . ection conclu es with experimental results from

our prototype implementation.

rogram profiling has a long history, exemplifie in popular toolsli e [11].
owever, this research has concentrate mostly on certain specific types of
ata li e running time an memory lea s. ur approach can e use to e
velop exi le profiling tools that evaluate user efine temporal ueries.
Runtime verification with linear time temporal logic has receive a grow
ing attention recently. xamples inclu e the commercial system emporal
Rover | ], a tool that allows the specifications to eem e e in |, ,
ava, erilog an programs. Runtime verification algorithms have also
een applie in gui ing the avamo elchec er ava ath in er evelope at
1]
inear time temporal logic is a wi ely use formalism for the specification
an verification of reactive an concurrent systems [1 |. or static analysis,
other extensions to uantitative ueries have first een stu ie in the context
of real time systems | , |. Recent wor along the same lines inclu es [1, |. ur
uery language can e seen as a generali ation of the logic [ ]
lternating automata | | are a generali ation of non eterministic automata
an  automata [1 |. ecause of their succinctness they are an e cient ata
structure for many pro lems in specification an verification [1 ,1 |.  he
alge raic alternating automata we efine in ection are inspire y the
of [ |. here, exten e alternating automata
are use for static , which etermines the set of propositional
formulas that satisfy a temporal uery over a program. ur general framewor
for using alternating automata for runtime verification was reporte in [l |. n
this paper we concreti e the general approach y provi ing a uery language
an a translation from ueries to alternating automata.



cl in unti t ti tic

n our framewor runtime verification consists of posing ueries a out program
traces. hese ueries typically contain expressions over program varia les, ut
they o not further epen on the program or its structure, nor oes their
evaluation.  herefore it is su cient to formali e only the notions of states
an traces.

et ea alge raic signature an ea with a
finite set of varia les . ach varia le is assume to have a fixe sort
. is a term in the term alge ra . Given a
alge ra ,a stateofaprogram isamap such that each varia le

is assigne a value of the right sort in . e intentionally confuse a
state  with the uni ue homomorphism that exten s
herefore, if is an expression, is efine y this homomorphism.
n expression with sort oolean is calle an . e assume the
existence of an relation  such that a state satisfies an assertion
, written ,if an only if is in , that is has value
ueries may return a value or they may fail. herefore we assume that all
sorts contain a special element  to in icate the failure of a uery.

ueries are interprete over program traces. ormally, a of

length is a se uence of states 1 1. e write to enote the
state

ueries over program traces are constructe from ex

pressions that specify a uery a out the trace at a particular position in the
trace.

Given the alge ra intro uce efore, let e an assertion, a constant
, a term, an an a unary an inary function in  respectively.
hen if ; an 5 are statistical experiments, so are the following

in

, enoting the value of in the given position, if
hol s at that position, otherwise the experiment is a failure.

1 9, giving the value of applie to the outcomes of ;
an o, provi e oth ;an o succee e , otherwise the experiment is a
failure.

1 2, same as a ove, except that only one of | an o
has to succee for the experiment to succee .

1, enoting the value if ; fails, an consi ere a failure
otherwise.



1, enoting the value of applie to the result of ; performe
at the next position in the trace, provi e ;| succee e .

1 9, enoting the value of applie to the result of ;| in the
same position an the result of 5 in the first position in which it succee s,
provi e 1 succee e in all positions up to that point.

ore formally, the of a statistical experiment over a trace
1 at a position is written [ | ,an  efine in uctively
as follows

or a state expression

if
[ ] '
otherwise
where is the value of in
or the oolean connectives
if [ 4]
[ 4l .
otherwise
[ [ 2] if [ 4] an [ o]
[ 1 2]
otherwise
[ 1] [ 2] if [ 4] or [ o]
[ 1 2]
otherwise

or the temporal operators

[ 1] 1 if[ 1] 1

otherwise
[ 1] [ 2] where is the least
such that [ o] an
[+ o
[ 4] for every or

if no such exists.



n the case of is unction an the case of the ntil operator, one of the
arguments of may e . e assume that isexten e to e efine in this
case.

onsi er the trace
11 1 13 3 3 3

where each state i entifies the values of two integer varia les an
he following are simple examples of statistical experiments

he value of in the first state of if hol s, expresse vy

[ ]

has outcome value |, since the first state oes not satisfy

he tuple in the first state of if , expresse y

[ ]

has outcome value 1 1 .

he experiment

[ ]

returns , the sum of the value of in the first state an the value of in
the thir state, as 1 3 is the first state such that is true.

ote that linear time temporal formulas with their usual interpre
tation over traces are a special case of statistical experiments where has
sort for all state expressions, an the operators have the following
associate functions

where is the i entity function an 5 is pro ection onto the secon element.

hus a linear time temporal formula can e consi ere a statistical exper
iment with value ifit hol s an value ifit fails, an can therefore also e
use as su formulas in more complex ueries. n the remain er of the paper
we will use the usual notation for temporal formulas an omit the term an
the functions associate with the operators.

tatistical experiments provi e a value for a particular position in the trace.
he outcomes of these experiments can e com ine into
to o tain a value for part of the trace or the full trace. xamples of such



aggregate statistics are computing the minimum or maximum value of all
successful experiments on a trace, or the sum of all outcomes, or ust a count
of all successfull experiments. e assume that these aggregate statistics can
e compute in an incremental fashion an that the evaluation or er, forwar

or ac war , oes not a ect the final value. n a ition, we assume that all
aggregate statistics return  if an only if all experiments fail.

n is efine as follows. et e a statistical experi
ment, a statistical experiment with sort oolean, a inary function, an
an incrementally computa le aggregate function. f ; an 5 are aggregate
expressions, so are the following

he value of the aggregate expression is e ual to the out
come of the experiment at a particular position.

1 2. he values of the aggregate expressions ; an o
are com ine as escri e efore for statistical experiments.

1 5. he values are com ine as escri e a ove.

1- he aggregate statistic is applie to all
outcomes of ; that are not from the current position until the en of
the trace.

1 . he aggregate statistic is applie to all out
comes of ; that are not over the maximal interval starting at the current
position an en ing when ceases to hol .

efore we present a formal semantics of the last two operators, we show
some examples of incrementally computa le statistics, that is, functions
over traces 1 , such that there exists a inary function  such
that

1

ollowing are the inary functions that compute the aggregate statistics

, , , an . n the case that oth arguments are non
if then else
if then else
1

or the case that one of the arguments is  the a ove functions return the

non argument, except for , which returns 1 if the first argument is
,an the non argument if the secon argument is

Given an incrementally computa le statistic the outcome of an aggregate



expression at a position in trace is efine as follows

[ 4] [ 4 1 [

[+ ] 1+ [ if

otherwise

[1 ]

ometimes the value of the non  argument of a su expression oes not

matter, for example in the scope of a counting aggregate. n the following we

will simply omit the terms an function sym ols in this case an assume a
efault la eling with a constant

o illustrate the aggregate statistics consi er the trace

11 1 131 31 31 3
where each triple i entifies the values of three integer varia les |
an . elow we show how various uestions a out this trace can e expresse

as aggregate expressions an what their outcome values are.

hat is the num er of positions such that the value of is the same as the
value of

[ ] 1

ote that the type of the expression here is the efault,

hat is the minimum value of in the trace
[ ] 3
hat is the minimum i erence etween the value of in some position
where an that in the nearest position where
[ ] 3 3
where is the a solute i erence etween the two arguments if one of

the arguments is  as is the case here for the fifth element in the se uence |,
it is efine to e e ual to the non argument.

hat is the average value of
Ithough this is not irectly efina le here, we can efine the average of a
uantity as the pair of its sum an its count, that is we efine



1 1
2 2
1 2
ig. . rogram mutual exclusion by semaphores
hen the average value of can e written as
hat is the maximum num er of times that 1 insi e an interval where
[ 1 ] 1

n the next section we illustrate our specification language with two exam
ples a mutual exclusion algorithm an a communication protocol.

o illustrate the collection of statistics of running programs, we present two
well nown programs an some examples of relevant statistics for these pro
grams. he programs are written in the imple rogramming anguage
of [1 ], which is a ascal li e language with constructs for concurrency. tate
ments are la ele to allow explicit reference to control locations.

igure 1 shows a simple program that ensures mutually exclusive
access to the critical section of two processes y means of a semaphore[l |.
he statement is ena le only if is positive, an when execute , it
ecrements y 1. he statement increments y 1.
ollowing are some examples of statistics that can e monitore uring
program execution.



n a correct implementation, the maximum value of
shoul not excee 1. he expression

can e use to monitor whether this is in ee the case.

he expression

-1 - 1
recor s the maximum num er of processes present in the critical section at
any one time. he pre icate _ is when process  is in location
similarly, _ s when process o is in location . f the value of

this expression excee s 1, mutual exclusion is violate

he expression

returns the ratio of the num er of visits y 1 to the critical section to the
num er of visits of 4 to the critical section.

rogram oes not put a oun on how often one
process can enter the critical section while the other process is waiting to
enter. n practice, one may want to monitor the num er of times a process
is overta en. he expression

- - -2

recor s the maximum num er of times 4 visits the critical section uring
any perio where {1 lesat ».

igure shows an implementation a apte from [1 | of the Iternating

it rotocol, a communication protocol that guarantees ata elivery to the
receiver across a lossy channel, first propose in [ |. wo processes, a
an a execute in parallel. he sen er sen s ata items via the asyn
chronous ata channel each ata item is accompanie y a oolean
value the alternating it . t then waits for the receiver to sen an ac

nowle gement, consisting of one it, on the asynchronous ac nowle gement
channel , or it times out we assume that statement is ta en a fixe
amount of time after it ecomesena le . fanac wasreceive an its value
is e ual to the se it, the sen er assumes the ata was receive an it moves
on to the next ata item, simultaneously ipping the value of se . f no ac
was receive , or its value was not e ual to se , the same ata item is sent



again. he receiver retrieves the ata items from . fthe accompanying
se it is e ual to its local ac  it, it accepts the ata y moving its pointer
to the next ata item, an ipsits ac it. e assume that oth an
may lose items, ut o not corrupt or reor er items.
ollowing are some example ueries on traces of this protocol.

he total num er of ata items successfully sent, can e ex
presse y

he num er of items sent y the en er versus the
num er of items receive y the Receiver is recor e y

he maximum num er of retransmissions for
any one pac et is expresse y

-1 -1 -

he expression counts the num er of times statement ; is execute in any
interval in which control oes not resi e at control location , where the
current ata item is up ate . t then ta es the maximum over all intervals.

he average num er of retransmissions per pac et
can e expresse y a similar expression

-1 -1 -
n each position the expression evaluates to the num er of transmis
sions performe in the nearest interval where control is not at . he
con unction with _ _ ensures that we count each interval only

once in computing the average, as the se uence will have a non  value
only in the positions where the sen er moves to a new ata item.

u tin t ti tic

e now turn our attention to the pro lem of formulas for a given
trace. imilar to the trace chec ing metho s of [1 ], we use alternating au
tomata as an interme iate representation. e efine automata which
pro uce a when evaluate over traces. ur construction then consists of
two steps we first translate the formula into an e uivalent automaton then
we traverse the automaton for the given trace to compute the result. he



1]

ig. . rogram Iternating bit protocol




motivation for this approach is to ecouple the evaluation strategy from the
efinition of the temporal operators.
e egin with some asic efinitions.

lge raic lternating utomaton . et e a many sorte
alge raic signature an e a set of varia les. et 101 2
2 e any term of sort over two varia les 1 | o o , an 1

e a term of sort over one varia le ; of sort ;. n
of sort is efine as follows

terminal no e

with assertion an

1 transient no e
1 9 con unction
1 o 1S unction
1 function application

ote that the sort of any con unction or is unction operation of two au
tomata is the sort of the term 1 9 that annotates the operation.

igure 3 shows an example of an over the signature , con
taining the single sort |, a single constant  for the un efine value, an the
functions 1, o, an . 0 es without outgoing e ges enote terminal
no es no es with an outgoing e ge are transient no es , with the e ge
lea ingto . he iamon saccompanie yan arc enote con unction of the
two ranches an those without an arc enote is unction.

alue . Given a trace 1 of length an a po

sition , the of an is efine y the function ,



ig. . lgebraic lternating utomaton

given as follows

[ ] if
otherwise
) 1 if . 1
1
otherwise

1 2

1 9 if 1 an 9
otherwise

1 2
1 2 if 1 or 9

otherwise

1 1

he value of any automaton is efine to e at any position outsi e the
trace, that is, for a trace of length , any position has value . Iso
note that for function application, may have the a ility to convert a non
value to an vice versa.

onsi er again the automaton in igure3an let  ethe



ositions 1 3
ssertion
ssertion
rogram tate | 31 1 1 3 3 1
ig. . xample program trace and satisfaction of assertions and
lge ra with carrier set , where  is the set of natural num ers,
functions 1 1 o L, 2 1 2 2, the minimum function over
integers that gives if oth the arguments are an the non  value if one
of the arguments is , an the i entity function. e evaluate over the
trace  shown in igure . he trace shows the values of two varia les an
in each position an the satisfaction in icate 'y of two assertions
an over the program varia les. he evaluation of over is compute
as follows
2 if 1
otherwise
if
1 .
otherwise
2 if or
otherwise
if
otherwise
1 1
he outcome values of are shown in igure . otice that the au
tomaton correspon s to the formula . s expecte , the

outcome values at the positions where or is false are , an the outcome



osition 1 3

1
1 311 1
9 1 3

1 3

ig. . he result of eva

values at positions , 1, an  are the mimimum values of over the interval
where is true.

valuation can procee in the forwar irection or in the reverse irection.

he former strategy traverses the trace from the eginning to the en . he
automaton is evaluate recursively, as ictate y the e uations in efini
tion . nfortunately, the complexity of forwar evaluation is exponential in
the length of the trace. his can e avoi e , as pointe out y Rosu an

avelun [l |, y traversing the trace ac war s. e start y assigning the
value  to all no es of the form . he value of an automaton at a
position epen s only on the value of its su automata at the same
position or, in case of a no e of the form , on the value of in the next
position of the trace if any . herefore, it is possi le to perform a ac war s
evaluation while storing the values of all automata at the current an the next
positions only.

r n tin ci c tion to uto t

n this section, we escri e the translation of formulas of the uery language
to the alge raic alternating automata escri e in the previous section.

e assume that the alge raic signature contains a inary function
for the incremental computation of each aggregate statistic . n a ition, to
mo el the negation operator, we assume that for each constant in  there
exists a function efine as

if

otherwise

e also assume that each sort has the i entity function



Given a statistical experiment , its correspon ing is con
structe as follows.

or a state expression an the oolean connectives

or the temporal operators

with
1 1 1 2

where the function is efine 'y

1 1 2 2

1 otherwise

he first argument ; is a tuple containing the value of ;| in the current state
an the value of , from the 5 state nearest to the next position in the trace.

he secon argument o represents the value of 5 in the current state. f
there is a non o value in the current state, the ol value of 5 is iscar e
an the current value is chosen.

he construction of the automaton is illustrate in igure . utomaton

9 computes a tuple consisting of the current value of ; an the value of o
nearest to the next position in the trace. he no e computes the same
tuple as 1 except that it applies the function to the tuple as in icate in
the figure.

Given an aggregate expression  the correspon ing is con
structe as a ove for con unction an  is unction. he constructions for the
uncon itional an interval collection are as follows



ig. . utomata construction for | 9

he constructions of these automata are shown in igure . n the con
struction of the operator, the no e la elle with the i entity function

1 collects the value of the statistic in the next state of the trace which
is initiali e to at the en of the trace .

igure shows the for the formula
- -1 -1 -

the formula for calculating the num er of retransmissions in the alternating
it protocol example from ection 3. .

ig. . utomata construction for the operators 1 o left and right .



ig. . ranslation for gy at- at_ 1 at- 1 count  Of-

ri nt ut

he evaluation algorithm from ection . has een implemente in ava,
ma ing use of existing software mo ules for expression parsing an proposi
tional simplification availa lein the e tanfor emporal rover system
[3].  he formulas escri e in the mutual exclusion an alternating it proto
col examples of ection 3.1 along with some other formulas on these examples
were han translate following the translation escri e in . races of vary
ing length were generate y simulating the programs. t each position
a single step of a ran omly chosen process was execute . e then measure
the time ta en for evaluation y means of ac war evaluation over traces of
varying length. he results are shown in igure . he times were measure
foral. G , running Re hat inuxv . an un 1. .

e woul li e to than the anonymous referees for their thorough rea ing of
our su mission an their many constructive comments an suggestions.
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