Foreword

This volume contains the Proceedings of the First Workshop on Runtime Verification (RV’2001). The Workshop was held in Paris, France on 23 July 2001, as a satellite event to CAV’2001.

The objective of RV’01 is to bring scientists from both academia and industry together to debate on how to monitor, analyze and guide the execution of programs. The ultimate longer term goal is to investigate whether the use of lightweight formal methods applied during the execution of programs is a viable complement to the current heavyweight methods proving programs correct always before their execution, such as model checking and theorem proving. Dynamic program monitoring and analysis can occur during testing or during operation. The subject covers several technical fields as outlined below.

Dynamic Program Analysis. Techniques that gather information during program execution and use it to conclude properties about the program, either during test or in operation. Algorithms for detecting multi-threading errors in execution traces, such as deadlocks and data races.

Specification Languages and Logics. Formal methods scientists have investigated logics and developed technologies that are suitable for model checking and theorem proving, but monitoring can reveal new observation-based foundational logics.

Program Instrumentation. Techniques for instrumenting programs, at the source code or object code/byte code level, to emit relevant events to an observer.

Program Guidance. Techniques for guiding the behavior of a program once its specification is violated. This ranges from standard exceptions to advanced planning. Guidance can also be used during testing to expose errors.

Both foundational and practical aspects of dynamic monitoring were encouraged.

The papers in this volume were reviewed by the program committee consisting, besides editors, of

• Saddek Bensalem, (VERIMAG Laboratory¡/em¿)

• Rance Cleaveland, (State University of New York at Stony Brook)

• Michael Ernst, (Massachusetts Institute of Technology)

• Patrice Godefroid, (Bell Laboratories)

• Gerard Holzmann, (Bell Laboratories)

• Jim Larus, (Microsoft Research)

• Insup Lee, (University of Pennsylvania)

• John Rushby, (SRI International)

• Joseph Sifakis, (VERIMAG Laboratory) • Reid Simmons, (Carnegie Mellon University) • Olog Sokolsky, (University of Pennsylvania)

23 July 2001 Klaus Havelund, Grigore Roşu

Program Committee

Saddek Bensalem, VERIMAG Laboratory, France Rance Cleaveland, State University of New York at Stony Brook, USA Michael Ernst, Massachusetts Institute of Technology, USA Patrice Godefroid, Bell Laboratories, USA Klaus Havelund, NASA Ames Research Center / Kestrel Technology, USA Gerard Holzmann, Bell Laboratories, USA Jim Larus, Microsoft Research, USA Insup Lee, University of Pennsylvania, USA Grigore Roşu, NASA Ames Research Center / RIACS, USA John Rushby, SRI International, USA Joseph Sifakis, VERIMAG Laboratory, France Reid Simmons, Carnegie Mellon University, USA Olog Sokolsky, University of Pennsylvania, USA

Organizers

Klaus Havelund, NASA Ames Research Center / Kestrel Technology, USA Grigore Roşu, NASA Ames Research Center / RIACS, USA

Contents

Jass - Java with Assertions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .1 Detlef Bartetzko, Clemens Fischer, Michael Möller, Heike Wehrheim

Efficient Automated Trace Analysis: An example with Morphine . . . . . . . . . . . . . . . . . 15 Mireille Ducasse, Erwan Jahier

Dynamic Assertions using TXP . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31 Surrendra Dudani, Joao Geada, Grzegorz Jakacki, Daniel Vainer

Checking Finite Traces using Alternating Automata . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .44 Bernd Finkbeiner, Henny Sipma

Dynamics: Comprehensive Support for Run-Time Monitoring . . . . . . . . . . . . . . . . . . . . 61 Ann Gates, Steve Roach

On the Construction of Monitors for Temporal Logic Properties . . . . . . . . . . . . . . . . . . 78 Marc Geilen

Monitoring Java Programs with Java PathExplorer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97 Klaus Havelund, Grigore Roşu

Java-MaC: a Run-time Assurance Tool for Java Programs . . . . . . . . . . . . . . . . . . . . . . .115 Moonjoo Kim, Sampath Kannan, Insup Lee, Oleg Sokolsky, Mahesh Viswanathan

Collecting and Analyzing Data from Distributed Control programs . . . . . . . . . . . . . . 133 David Kortenkamp, Tod Milam, Reid Simmons, Joaquin Fernandez

Static Verification of Dynamically Detected Program Invariants: Integrating Daikon and ESC/Java . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 152 Jeremy W. Nimmer, Michael D. Ernst

Timing Analysis and Code Generation of Vehicle Control Software using Taxys . 174 Stavros Tripakis, Sergio Yovine