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MOP 
 Monitoring Oriented Programming 

•  philosophy: no silver-bullet logic for specs 
•  MOP logic plugins (a subset): 

–  FSM (finite state machines) 
–  ERE (extended regular expressions) 
–  LTL : PTLTL (Past-time LTL) and FTLTL (Future-time LTL) 
–  CFG (context free grammars) 

•  MOP applications: 
–  Java 
–  Bus 

•  generic wrt. parameters 
–  provide a plugin for a propositional logic, and MOP does the rest 

wrt. data parameterization. 
–  makes designing a new logic extremely easy compared to other 

frameworks. 
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instances of MOP 

MOP 

JavaMOP BusMOP 
today 
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how JavaMOP works 

JavaMOP AspectJ 

under the hood 
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properties of Java library APIs 

R1: There should be no two calls to next()  
without a call to hasNext() in between,  
on the same iterator. 
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Iterator  

(hasnext hasnext* next)* 

i) total trace semantics 
ii)looking for failure 
note: match = validation, fail = violation (MOP has changed) 
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ERE property 

PROPOSITIONAL! 



9 

The propositional property does  
not flag the following error 

but ignoring iterator ids: hasNext() next() hasNext() next() 
matches spec perfectly => no error detected 

should have been: 
if(it2.hasNext())	

execution: it2.hasNext() it2.next() it1.hasNext() it2.next() 
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PARAMETERIZED! 

ERE property 

execution: it2.hasNext() it2.next() it1.hasNext() it2.next() 
violates spec for it2 => error detected 
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PARAMETERIZED! 

FSM property 
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Iterator  

next next 

i) suffix trace semantics 
ii)looking for match  
note: match = validation, fail = violation (MOP has changed) 
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PARAMETERIZED! 

suffix/fail property in JavaMOP 

execution: it2.hasNext() it2.next() it1.hasNext() it2.next() 
matches spec for it2 => error detected 
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PARAMETERIZED! 

FSM property 
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DEMO 
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    END OF DEMO 
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data values 

•  handling of data values efficiently in 
monitoring frameworks is one of the 
current research challenges. 

•  different frameworks approach it 
differently, achieving different 
expressiveness and efficiency. 
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in this simple case: store monitor in iterator 

v1 v2 

it1  it2  

it1 

it2 

associate a monitor with 
each object of interest 

only objects 
of interest 

our program again 
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algorithm 
•  assume a property only mentions one kind of object (an iterator 

in this case). 
•  note, there could be many objects monitored (it1,it2). 
•  one can insert a monitor on each object that is monitored. 
•  alternatively: keep a map from objects to their monitors. 
•  when an operation of interest occurs (hasNext() or next()) that 

refers to an object, the monitor of that object is “executed”. If 
null, a monitor is first created. 

Piggy-back (transportation),  
something that is riding  
on the back of something else 

i1 

i2 

associate a monitor with 
each object of interest 
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algorithm pseudo-code 

if (it.monitor == null) 
  it.monitor = new Monitor(); 
it.monitor.next(); 

Consider a call of it.next() for  
example. This could lead to the  
following monitoring code: 

however, this does not work when 
property refers to more than 1 object, 
where to store the monitor? 

not to mention  
that the java 
library cannot 
be instrumented 
easily. 
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properties of Java library APIs 

R2: An enumeration should not be  
propagated after the underlying  
vector has been changed. 
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create next* updatesource updatesource* next 

R2: An enumeration should not be  
propagated after the underlying  
vector has been changed. 

suffix validation 

now the property must refer 
to more than one object: 
a vector and an enumerator 

One-monitor-per-object no longer works. 
There is not a 1-1 correspondence 
between objects and monitors 
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Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

many vectors and enumerators 

v1 v2 

e1 e2  e3  

create(v,e) 
next(e) 
updatesource(v) 

events: 

add 

next 

8 (v,e) 2 { (v1,e1),(v1,e2),(v2,e3) }  
    create(v,e)  
    next(e)*  
    updatesource(v)+ 
    next(e) 

catch 
this  
pattern 
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specification 
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•  The problem: how to monitor a universally 
quantified specification efficiently! 

create<v,e> 
udatesource<v> 
next<e> 

create next* updatesource+ next 

(∀ v,e) ϕ 

MOP’s distinguished feature: 
separate handling of values 
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two approaches to data 
•  Ruler, PQL, PTQL, Tracematches, … : 

–  choose a quantified logic 
–  device monitor synthesizer for it: 

•  MOP:  

–  only knows how to generate monitors for ϕ 
–  The (∀p) is dealt with separately, and once-and-for-all, for all logics 

(∀p) ϕ Mon(∀p) ϕ 

(∀p) ϕ p  ! Monϕ 
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handling of data values 
•  value embedding scheme : the values become part of the monitors 

(state machines). This means modifying the state machine concept. 

•  value indexing scheme : keep automata atomic and index them with 
data 

–  if one object per property max: 
•  map objects to monitors 
•  or piggyback monitor on object 

–  if more than one object per property: 
•  centralized index table from data to monitors 
•  perhaps combination of piggybacking and centralized index table 

i=i1 

i1 
i2 
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MOP’s propositional monitors 

Mϕ
<v1,e1>

 

Mϕ
<v1,e2>

 

Mϕ
<v2,e3>

 

one propositional  
monitor instance  
per parameter  
instance 
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MOP’s propositional monitors 

Mϕ
<v1,e1>

 

Mϕ
<v1,e2>

 

Mϕ
<v2,e3>

 

The problem: 
how can one  
retrieve all  
needed monitor 
instances  
efficiently? 

updatesource<v1> 

Naïve implementation 
Very inefficient 
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Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

Naïve implementation 
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Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

create 

next update 

next update 

<v1,e1> 

Naïve implementation 
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Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

create 

next update 

next update 

<v1,e1> 

Naïve implementation 
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Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

create 

next update 

next update 

<v1,e1> 

create 

next update 

next update 

<v1,e2> 

Naïve implementation 
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Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

create 

next update 

next update 

<v1,e1> 

create 

next update 

next update 

<v1,e2> 

create 

next update 

next update 

<v2,e3> 

Naïve implementation 
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Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

create 

next update 

next update 

<v1,e1> 

create 

next update 

next update 

<v1,e2> 

create 

next update 

next update 

<v2,e3> 

Naïve implementation 
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Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

create 

next update 

next update 

<v1,e1> 

create 

next update 

next update 

<v1,e2> 

create 

next update 

next update 

<v2,e3> 

Naïve implementation 
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Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

create 

next update 

next update 

<v1,e1> 

create 

next update 

next update 

<v1,e2> 

create 

next update 

next update 

<v2,e3> 

match 

inefficient 
search for 
monitors 

update<v1> 

Naïve implementation 
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create 

next update 

next update 

create 

next update 

next update 

create 

next update 

next update 

Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

<v,e> 
v1 

v2 

e1 
e2 

e3 

<v> 

<e> 

e1 

e2 

e3 

v1 

v2 create 

next 

update 

events: 
create<v,e> 
update<v> 
next<e> 

monitor creation 
event 

One index per 
parameter set. 
Weak references. 

Indexed implementation 
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Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

Indexed implementation 
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create 

next update 

next update 

Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

<v,e> 
v1 

e1 

create 

<v> 
update v1 

<e> 

e1 
next 

Indexed implementation 
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create 

next update 

next update 

Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

<v,e> 
v1 

e1 

create 

<v> 
update v1 

<e> 

e1 
next 

create 

next update 

next update 

e2 

e2 

Indexed implementation 
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create 

next update 

next update 

create 

next update 

next update 

create 

next update 

next update 

Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

<v,e> 
v1 

v2 

e1 
e2 

e3 

<v> 

<e> 

e1 

e2 

e3 

v1 

v2 create 

next 

update 

Indexed implementation 
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create 

next update 

next update 

create 

next update 

next update 

create 

next update 

next update 

Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

<v,e> 
v1 

v2 

e1 
e2 

e3 

<v> 

<e> 

e1 

e2 

e3 

v1 

v2 create 

next 

update 

Indexed implementation 
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create 

next update 

next update 

create 

next update 

next update 

create 

next update 

next update 

Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

<v,e> 
v1 

v2 

e1 
e2 

e3 

<v> 

<e> 

e1 

e2 

e3 

v1 

v2 create 

next 

update 

Indexed implementation 
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create 

next update 

next update 

create 

next update 

next update 

create 

next update 

next update 

Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

<v,e> 
v1 

v2 

e1 
e2 

e3 

<v> 

<e> 

e1 

e2 

e3 

v1 

v2 create 

next 

update 

match! 

Indexed implementation 
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create 

next update 

next update 

create 

next update 

next update 

create 

next update 

next update 

Vector v1 = new Vector();	
Vector v2 = new Vector();	
v1.add(1); v1.add(2); v2.add(4); v2.add(5);	
Enumeration e1 = v1.elements();	
Enumeration e2 = v1.elements();	
Enumeration e3 = v2.elements();	
while(e1.hasMoreElements())print(e1.nextElement());	
v1.add(99);	
while(e2.hasMoreElements())print(e2.nextElement());	
while(e3.hasMoreElements())print(e3.nextElement());	

e1 
e2 

e3 

e1 

events: 
create<v,e> 
update<v> 
next<e> 

monitor creation 
event 

decentralized: 
storing first  
index in objects 

v1 

e2 

e3 

v2 
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properties of Java library APIs 

R3: An collection should not be modified  
while it is a member of a hashset (don’t  
change the hashcode). 
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add modify 

suffix validation 

R3: An collection should not be modified  
while it is a member of a hashset (don’t  
change the hashcode). 

add 
 collection to hashset

remove  collection from hashset

modify  
 collection


note: without 
having seen a remove 

{…} 

coll 

add remove 

modify 

hashset 

of 
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HashSet s = new HashSet();	
Collection c = new ArrayList();	
c.add("this is ok");	
s.add(c);	
System.out.println(s.contains(c));	
c.add("this is not ok");  	
System.out.println(s.contains(c));	

adding collection to hash set 
and then updating it 

bad update 
changing  
hashcode of  
collection c  

subsequently 
s.contains(c) 
yields false 
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R4: If a Reader is created on top of an 
Inputstream, none of the two may be read 
from if one (even the other) is closed. 
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try{	
  InputStream i = new StringBufferInputStream("AB");	
  InputStreamReader r = new InputStreamReader(i);	
  System.out.println((char)r.read());	
  r.close();	
  System.out.println((char)i.read());	
} catch(IOException e) {	
  System.out.println("*** io error");	
}	

closing down reader 

reading inputstream 

something one should not do: 
- create reader from input stream, 
- close down reader, 
- continue reading from inputstream 

output: 
A 
? 
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ASSIGNMENT 2 
Introduction to 
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policy 
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the assignment 

•  see note 5 for precise details. 

•  using JavaMOP, write two 
parameterized specifications, using 
either regular expressions (JavaERE) or 
state machines, that check the policy. 
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The aspectJ Solution 
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end 


