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recall this property 

R2: An enumeration should not be  
propagated after the underlying  
vector has been changed. 
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…	
v.add(3);	
Enumeration en = v.elements();	
while(en.hasMoreElements()) {	
    Integer i = (Integer)en.nextElement();	
    if (i == 2)	
        v.add(4);	
    else	
        System.out.println(i);	
    }	
}	

example  
monitored 
run 
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ds state1 

update 

…	
v.add(3);	
Enumeration en = v.elements();	
while(en.hasMoreElements()) {	
    Integer i = (Integer)en.nextElement();	
    if (i == 2)	
        v.add(4);	
    else	
        System.out.println(i);	
    }	
}	

example  
monitored 
run 
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update create 

…	
v.add(3);	
Enumeration en = v.elements();	
while(en.hasMoreElements()) {	
    Integer i = (Integer)en.nextElement();	
    if (i == 2)	
        v.add(4);	
    else	
        System.out.println(i);	
    }	
}	

example  
monitored 
run 

ds state1 

enum state1 
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update create update 

state1 

…	
v.add(3);	
Enumeration en = v.elements();	
while(en.hasMoreElements()) {	
    Integer i = (Integer)en.nextElement();	
    if (i == 2)	
        v.add(4);	
    else	
        System.out.println(i);	
    }	
}	

example  
monitored 
run 

ds state2 

enum 
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update create update next 

…	
v.add(3);	
Enumeration en = v.elements();	
while(en.hasMoreElements()) {	
    Integer i = (Integer)en.nextElement();	
    if (i == 2)	
        v.add(4);	
    else	
        System.out.println(i);	
    }	
}	

example  
monitored 
run 

≠ 

state1 

ds state2 

enum 
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aspect SafeEnum {	
    private Map ds_state   = new WeakIdentityHashMap();	
    private Map enum_state = new WeakIdentityHashMap();	
    private Map enum_ds    = new WeakIdentityHashMap();	

    private static class StateId {} 	

    pointcut vector_update() :	
        call(* Vector.add*(..)) || call(* Vector.clear()) ||	
        call(* Vector.insertElementAt(..)) || call(* Vector.remove*(..)) ||	
        call(* Vector.retainAll(..)) || call(* Vector.set*(..)) && scope();	

    after(Vector ds) returning(Enumeration e) :  	
        call(Enumeration Vector.elements()) && target(ds) {	
        enum_ds.put(e,ds);	
        Object s = ds_state.get(ds);	
        if (s != null) enum_state.put(e,s);	
    }	

    before(Enumeration e):	
        call(Object Enumeration.nextElement()) && target(e) {	
        if (ds_state.get(enum_ds.get(e)) != enum_state.get(e))	
            error("nextElement called on enumerator after update");	
    }	

    after(Vector ds) : vector_update() && target(ds) {	
        ds_state.put(ds,new StateId());	
    }	
}	

recall 
AspectJ 
solution 

some  
programming 
required! 



9 

state machines 
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systems 

JavaMOP 

RuleR 

this course 

this course 

commercial 
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systems 

Tracematches :  
http://abc.comlab.ox.ac.uk/papers 

JavaMOP :  
http://fsl.cs.uiuc.edu/index.php/Special:JavaMOP2.0 

this course 

extending AspectJ 

using AspectJ 
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regular expression  

(open (read* + write*) close)* 

•  file access property: a file should be opened, 
uniformly accessed (either only read from or 
only written to) zero or more times, and then 
closed: 

only propositional 
specifications in  
this lecture: no data 
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state machine 
fsm: 
!s0[ 
  open -> s1 
]   
S1[ 
  read -> s3     
  write -> s2     
  close -> s0   
]   
S2[ 
  write -> s2     
  close -> s0   
]   
s3[     
  read -> s3     
  close -> s0   
] 
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Property: 
A property P over A is a language: P µ A* 

recalling formal setting 

A monitor: 

M 
! = ®1,®2,®3,…,®n 

iff. ! 2 L  

iff. @!’• ! a !’2 L  

otherwise 

Y 

N 

? 

The monitoring problem: 
Given logic L, and formula ϕ 2 Formulas(L), 
construct monitor for the language of ϕ: ML(ϕ) 

but languages  
are usually infinite 
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from regular expressions  
to monitors via state machines 

regular expression (RE)  

!  

deterministic finite state automaton (DFA) 

!  

monitor (M) 

step 1 

step 2 
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Step 2 : DFA ! M 

Given an automaton (DFA): 

A = {Q,i 2 Q, F µ Q, ¾:Q£A ! Q?} 

Q : set of states 
i : the initial state 
F : set of final states 
¾ : partial transition function 
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Step 2 : DFA ! M 

Given an automaton (DFA): 

A = {Q,i 2 Q, F µ Q, ¾:Q£A ! Q?} 

Extend ¾ to A* as follows: 

¾* : Q £ A* ! Q? 

¾*(q,²) = q 
¾*(q,®) = ¾(®)  
¾*(q,!®) =  
   if ¾*(q,!) ≠ ? then ¾(¾*(q,!),®) else ? 
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Step 2 : DFA ! M 

Given an automaton (DFA): 

A = {Q,i 2 Q, F µ Q, ¾:Q£A ! Q?} 

Define monitor MA: 

M 
! = ®1,®2,®3,…,®n 

iff. ¾*(i,!) 2 F 

iff. ¾*(i,!) = ? 

otherwise 

Y 

N 

? 
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theorem 

ϕ  = (green yellow red)* Lϕ = {²,green yellow red,…} 

¼ 

MA(ϕ) is equivalent to ML(ϕ)  

A(ϕ) 

MA(ϕ) ML(ϕ) 
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syntax for  
extended regular expressions 

E ::= ? | ² | A | E E | E* | E+E | E&E | ¬E 

examples A = {a,b,c}: 

aab {aab} 

(ab)* {²,ab,ababab,…} 

(a+b)* & ¬(ab)* words of randomly interleaved a’s and b’s 
but not any words of form: ababab … 

{a,aa,abba,bbbb,…} 

extended with negation 
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semantics 
L(?) = {} 
L(²) = {²} 
L(®) = {®} 
L(E1 E2) = {!1!2 | !1 2 L(E1) Æ !2 2 L(E2)} 

L(E*) = {!1!2 …!i
… !n | !

i
 2 L(E)} 

L(E1 + E2) = L(E1) [ L(E2) 

L(E1 & E2) = L(E1) Å L(E2) 

L(¬ E) = A* \ L(E) 
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from regular expressions  
to monitors via state machines 

regular expression (RE)  

!  

deterministic finite state automaton (DFA) 

!  

monitor (M) 

step 1 

step 2 

recall: 
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four representations  
of regular languages 

1.  regular expressions (RE) 
2.  non-deterministic ²-automata (²-NFA) 
3.  non-deterministic finite automata (NFA) 
4.  deterministic finite automata (DFA) 

•  a DFA denotes a so-called regular language 
(set of words accepted by the automaton). 

•  for any specification in any of the above 4 
representations, there exist specifications in 
the other representations denoting the same 
language. Especially: RE ! DFA 
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NFA 

DFA 

RE 

²-NFA 

DFA ! minimized DFA  

minimize: 
delete nodes  
that do not lead  
to final node 

Step 1 : RE ! DFA 

start 
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RE ! ²-NFA 

q1 f1 
f0 

f1 q2 
q0 

q1 f1 q2 f2 

q f f0 q0 

² 

² 

² 

² 

M1 

M2 

M1 M2 
² 

M 
² ² 

² 

² 

r1+r2 

r1r2 

r* 
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example derivation  
RE ! ²-NFA 

(open close)* + stop 

² ² 

² 
² ² 

² 

stop 

open close 

² 

² 

² 
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example derivation  
²-NFA ! NFA 
(open close)* + stop 

stop 

open 

close 

open 

close 
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example derivation  
NFA ! DFA 

(open close)* + stop 
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file example  
revisited 

(open close)* 

consider the trace: 
open close open 
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file example  
revisited 

(open close)* 

consider the trace: 
open close open 
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file example  
revisited 

(open close)* 

consider the trace: 
open close open 

? 
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file example  
revisited 

(open close)* 

consider the trace: 
open close open 

Y 
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file example  
revisited 

(open close)* 

consider the trace: 
open close open 

? 

monitored as safety property ) no error 
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file example  
revisited 

(open close)* 

consider the trace: 
open close open open 

? 

now, assume extra event 
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file example  
revisited 

(open close)* 

consider the trace: 
open close open open N 

monitored as safety property ) error 
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(open close)* end 

R1: A file should eventually be closed once opened.�

can write a response property?  
introduce a new end event 
that we know will get emitted 
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properties of Java library APIs 

R1: There should be no two calls to next()  
without a call to hasNext() in between,  
on the same iterator. 
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Iterator  

(hasNext next)* reg exp is 
too strong 
should allow 
repeated hasNext 
calls 

i) total trace semantics 
ii)looking for violation 
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Iterator  

(hasNext hasNext* next)* 

reg exp  
still too  
strong 
should allow 
optional 
initial next  
call 

i) total trace semantics 
ii)looking for violation 
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Iterator  

(next + epsilon)(hasNext hasNext* next)* 

i) total trace semantics 
ii)looking for violation 

reg exp is 
too strong 
should allow 
next not to be  
called 
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Iterator  

(next + epsilon)(hasNext hasNext* (next+epsilon))* ok 

complex!? 

i) total trace semantics 
ii)looking for violation 
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Iterator  

~empty next next ok 

can we simplify further!? 

i) total trace semantics 
ii)looking for validation 

A* 
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Iterator  

next next final 

i) suffix trace semantics 
ii)looking for validation 
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next examples 

•  suffix trace semantics 
•  validation (meaning an error) 
•  these interpretations appear the most 

convenient for regular expressions 
•  they yield the most succinct specifications 
•  most (if not all) existing systems for regular 

expressions support this interpretation 
•  this does not apply necessarily to other logic 

systems, such as for example temporal logic. 
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properties of Java library APIs 

R2: An enumeration should not be  
propagated after the underlying  
vector has been changed. 
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create next* updatesource updatesource* next 

R2: An enumeration should not be  
propagated after the underlying  
vector has been changed. 

suffix validation 
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properties of Java library APIs 

R3: A collection should not be modified  
while it is a member of a hashset (don’t  
change the hashcode). 
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add modify 

suffix validation 

R3: A collection should not be modified  
while it is a member of a hashset (don’t  
change the hashcode). 

add 
 collection to hashset

remove  collection from hashset

modify   collection


note: without 
having seen a remove 

{…} 

coll 

add remove 

modify 

hashset 

of 
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limitations of regular 
expressions for specification 

•  regular expressions convenient for “brief” properties. 
•  less convenient on very state-full problems, where all 

good or bad behaviors must be formulated (state 
machines, see next slides). 

•  can only express regular properties. They cannot 
count an apriori unknown number of times, as 
required for the following property: 

lock 
  lock 
    lock 
    release 
  release 
release lockn releasen 

R4: locks can be taken in 
a nested manner, but should be 
released in reverse order. 
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properties of Java library APIs 

R5: A thread’s life cycle should conform to  
the following state machine: 
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RE not suited for 
complex state 

example: thread’s  
life cycle 

non-runnable 

created 

terminated running 

runnable 

new 

start 

sleep Ç  
suspend 

suspend 

resume 

yield dispatch 

stop 

initial 

tool 
what if one  
can stop in  
every state? 

new start  
(( 
    (yield (suspend resume)* dispatch) + 
    ((sleep+suspend) (resume suspend)* resume  dispatch) 
))*  
stop 

as regular exp 

total trace 
track violation 
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RE not suited for 
complex state 

example: thread’s  
life cycle 

non-runnable 

created 

terminated running 

runnable 

new 

start 

sleep Ç  
suspend 

suspend 

resume 

yield dispatch 

stop 

initial 

(new stop) +                                                     
(new yield) + 
(start start) + 
(start resume) +  
(suspend yield) 
+ … 

as regular exp 

suffix trace 
track validation 

bad scenarios 

alternatively 
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next time 

•  state machines and regular expressions in 
JavaMOP, a framework for writing logic-
based monitors: 

        http://fsl.cs.uiuc.edu/index.php/Special:JavaMOP2.0 

•  data parameterization: 

         8 (f:File) • (open(f) close(f))* 
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try writing  
FSMs & EREs 
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end 


